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In recent years, regulatory compliance requirements have been rapidly changing
across business functions all over the world. Satisfying those regulatory requirements
Is @ moving target; deviating from them can compromise critical information and data
in addition to damaging reputations and bringing hefty fines to the enterprises. IBM Z®
is a premium platform that is on the forefront when it comes to cybersecurity and
protecting mission-critical data and applications. A range of technologies from
Pervasive Encryption to Hyper Protect Data Controller demonstrated the strength and
importance of security on IBM Z. Now with IBM z16®, demonstrating regulatory
compliance posture is much easier with a new compliance solution called the IBM Z
Security and Compliance Center.

The IBM Z Security and Compliance Center
(ZSCC)

The IBM Z Security and Compliance Center (ZSCC) is an offering available on IBM z16
that automates the collection and validations of IBM Z software and hardware
configurations against regulatory and cybersecurity controls. It is a set of container-
based microservices that provides analytics capabilities to give detailed insights on
compliance posture and drift. IBM has mapped technical capabilities to regulatory and
security frameworks, which helps reinforce the current practices of interpreting the
regulatory requirements using guidelines from IBM Z. Insights about compliance
deviations, scores, and details about different scans are provided in a modern
dashboard.
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Figure 1: How posture management components work together
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Key terminology for ZSCC

The IBM Z Security and Compliance Center uses the following key terminology:

— Agoalis a specific technical check that can be run on data
to produce a result such as pass/fail. For example, a goal
might be to check whether only authorized users can access
Db2® from CICS®.

— Acontrolis a group of goals around a common theme that
typically maps to a defined rule.

— A profile is a group of controls that are matched to an
applicable regulatory or security framework.

PCI DSS 3.2.1 for 205

Figure 2: A regulatory profile mapping in IBM Z Security and Compliance Center



GOAL ID: 4001014
Details Goal logic
Description var result_list = [];

var object_name = "Subtype 1 Record"; z)‘ '_D
var object_type = "IBM z/05 SMF 1154 Subtype 1 Record";

var display_ev = "CTL.IBM_Z0S_SMF1154_1_.EV";
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Figure 3: A goal detail page in IBM Z Security and Compliance Center

All about scopes in ZSCC

A scope is an abstraction in ZSCC. It can either refer to a set of systems that have a
common requirement to scan against or to a set of systems that are located in a similar
environment. In ZSCC, any operation related to compliance scans can be performed
only on defined scopes. A typical ZSCC user with appropriate roles can create scopes
and manage compliance posture of systems under that scope. The scope would gather
an inventory of systems with our Auto Discovery functionality. The inventory can be the
sysplex information in the case of z/OS® or Linux® virtual machines in the case of Linux
on IBM Z.
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Figure 4: Scope view

Posture management

The IBM Z Security and Compliance Center automates compliance scans on a defined
scope and provides insights on the posture of your systems. A posture is a set of scan
results based on regulatory or cybersecurity policy. The validation can be done on
historical facts or a point in time to get near real-time compliance scores.
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Figure 5: Fact collection view
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Figure 7: Drift view

Bring your own custom profiles

©

IBM ZSCC validation is based on predefined profiles or custom profiles. With ZSCC, you
can build custom profiles by selecting any subset of goals from our goal library of 30
goals (as of 1H22). This gives flexibility on defining controls and goals based on the
enterprise requirements. With custom profiles, you can also export the profiles as .xls



or pdf.

Summary

The IBM Z Security and Compliance Center can help your enterprise in automating
compliance and will play a crucial role in your audit preparation and day-to-day
compliance process.
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